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Abstract — Cryptography ensure the authenticity and integrity of a document but after encryption it is helpless but watermark prove all
such aspects with legitimacy and ownership of document at all levels. Digital watermarking is a technique for inserting information (the wa-
termark) into an image, which can be later extracted or detected for variety of purposes including identification and authentication purposes
A watermark is a pattern made in high-quality papers by means of an improved or worst design that comes in contact with the paper; it is
approximately 90% water and 10% fibers. The watermark designs are spaced at specific intervals (depending on the frequency of appear-
ance required in the finished sheet) along the surface of a skillfully crafted wire roll called a “Groovy roll”. As the revolving groovy roll comes
in contact with the fibers, the designs displace with the fibers and produce the pattern visible in the finished sheet known as a watermark.
Most people are familiar with two types of document watermarks which can be found in banknotes or on cheques. In banknotes, these are
recognizable designs that are put into the paper on which the documents are printed, while in cheques they tend to be specific patterns.
These watermarks are normally used to prevent people from being able to make fake copies, and, therefore, to be confident that the bank-
note or document is authentic. Our aim to remove all the vulnerability by checking the genuineness of documents with social values through
such methods that verify the legitimacy of documents.To deter copying using water marks:- The numbers of specialized techniques make it
possible to detect the fakeness of a document with printed watermarks whether it is appear or vanish and a protected document is photo-
copied or scanned and it relay work upon high quality printing processes and created successfully. The printing techniques that produce
'raised' printing, use magnetic inks or inks that will change color if they get wet (either with water or other liquids), but they are very specia-
lized and are used together with watermarks to provide higher levels of document protection and copy prevention.

Index Terms— check the ownership of legal document, Check ligtimacy of document, currency verification, check the genuineness of

documents, detect fackeness of document, document authenthicatin using watermark exclusion, To deter copying using watermark

1 INTRODUCTION

igher decreasing cost of computing equipments and high
quality peripherals devices are driving electronic pub-
lishing in the current era. Furthermore, availability of
low cost, high speed and very high quality scanner and
printers, made it possible for every one to make clone of the
original documents with perfect ness. The scanning of docu-
ments with high resolution scanner makes the copy of the real
one. The prepared copy is so perfect that we couldn’t differen-
tiate between the original and the duplicate. There are lots of
symbols are present on the document with social values for
their authenticity but in this paper watermark has been chosen
for the verification. Almost every legal document contains
watermark, we can divide watermark into two categories visi-
ble and invisible. Visible watermark can be easily identified by
the naked eye but hidden watermark is verified by the experts
or by the technology. There are lots of algorithms imple-
mented on the currency paper, legal documents recognition.

To achieve such a goal it should be ensured that "widespread
illegal document distribution " should be ideally at least as
costly or difficult as obtaining the document legitimately. "Illi-
cit distribution" is defined as the distribution of document by
any possible means, both electronic and otherwise, without
the knowledge and payment to the publisher of the document.
A way to discourage illicit reproduction of copyrighted and
sensitive documents is to watermark the document before dis-
tribution. A unique mark is permanently embedded in the
document, called watermark. Such a mark must be hardly
noticeable. Yet it must survive common processes a document
must be subjected to, such as printing, photocopying, scanning

and facsimile transmission, so that it can be detected from noi-
sy illicit copy to verify the document. One such system has
been implemented in this paper

The documents with social value should be embedded with

watermark according to their value and usage, methods /
techniques are able to verify the document legitimacy.

2 METHOD OF VERIFICATION

Basically legal documents can be verified by two methods:
first-line inspection methods and second-line inspection me-
thods.

2.1 First-Line Inspection Methods

> Watermarks

> Ultraviolet Fluorescence
> Intaglio Printing

> Micro text

> Hologramsand Kinegrams

First-line inspection methods are used on-the-spot by
vendors and retailers to determine, at best guess, the authen-
ticity of currency being exchanged. The disadvantages of these
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methods are that they are generally easier to counterfeit than
second-line inspection characteristics, since they are just as
visible to the counterfeiter as to the verifier, and the methods
used to apply them are usually inexpensive. However, the
visibility of these features means that the general population is
aware of the security measures and can spot many fraudulent
notes quickly.

2.1.1  Watermark

By varying the density of the paper in a banknote a water-
marks can be applied. These are visible when a bright light
shines onto the rear of banknote, and the varied paper density
causes varying intensities of light to pass through, causing the
watermarked image to appear on the other side of the note.

2.1.2 Ultraviolet Fluorescence

Embedding fluorescent fibers into the paper, or
printing ultraviolet ink onto the paper, creates a form of opti-
cal verification easily used at counters, checkouts, etc. By ex-
posing the note to ultra-violet light, the ink or fibers fluoresce,
revealing a colored pattern not visible under natural light.

2.1.3 Intaglio Printing

This gives a more complex and reliable first-line in-
spection method, since it is the printing process itself that
serves to vouch for the authenticity of the document. The note
is subjected to a high-pressure printing process that streng-
thens and slightly raises the paper’s surface structure. Using
different alignments of lines printed in this manner, a latent
image can be produced which changes appearance depending
on the angle at which the note is viewed. This method can also
be used with optically-variable ink to produce interference
which shows different spectral colors when viewed from dif-
ferent angles.

214 Microtext

It is very common for banknotes to have extremely
small text printed at much higher resolutions than most com-
mercial copiers, scanners or printers are capable of it. When a
copying or scanning attempt is made, the insufficient resolu-
tion causes the text to become illegibly blurred, announcing
the illegitimacy of the note. This method requires specialized
printing equipment but ultimately adds very little cost to the
manufacture of the currency.

2.1.5 Hologram and Kinegrams

These techniques are becoming more and more regu-

larly used in modern anti-counterfeiting measures, once used
mostly on credit / debit cards but now progressively more
using on new bank notes and cheques. In producing diffrac-
tive optically variable image devices, shining foils are added
to the printed currency usually after printing. The hologram
itself is applied using the obstacle of light from different
sources in a specific pattern, and kinegrams are produced with
achromatic and polarization effects. The result is seems actual-
ly 3D full-color image when illuminated from different angles.
ISIS uses stacked quantities of thin films to create a similar
effect, with each layer having different refractive properties.
The refraction of light when viewed is such that a spectral pat-
tern has been extracted and a full-color image is produced
which varies under different viewing angles.

2.2 Second-Line Inspection Methods

A second-line inspection method is one that cannot be
verified by the naked eye alone, and requires an extra device
to perform a verification function. These are more secure and
harder to counterfeit than visual methods, but the extra securi-
ty adds extra cost at both the manufacturing and verification
ends.

2.2.1 Isocheck/Isogram

Related to intaglio printing (described above), these
methods rely on a specific pattern of dots and/or lines to
cause a moiré pattern when printed or scanned. Hidden wa-
termarks can also be applied in these patterns such that when
a special filter is placed between the viewer and the note, the
hidden verification is revealed and verifies the note as ge-
nuine.

3 PROBLEMN DESCRIPTION

With the advent of technique and technologies, it is
easier for a person to create a fake copy of the legal document
very easily. High resolution scanner and printer made people
capable of preparing almost perfect copy of the document. So,
we need a technique by which we can verify the truth ness of
the document. To propose a technique, this can verify the
truth ness of legal document. To verify the document, tech-
nique should be capable of extracting watermark from the
document and verify on the basis of accuracy of the water-
mark.

Hand written signature is the most widely form of
personal identification as well as for document verification,
especially for cashing cheques, deeds etc However, for several
reasons the task of verifying human signature can’t be consi-
dered for pattern recognition because signature samples from
the same person may be similar but not identical. A person’s
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signature often changes radically during their life. We can see
much variability in signature according to country, age, time,
and psychological or mental state. So to remove all such vul-
nerabilities form the system to check the genuineness of the
documents, we can use such methods that verify the legitima-
cy of the document that we use for social value purpose.

4 FUTURE ASPECTS

Current proposed method is based on the link mapping and
neural network. However this technique is better than other
technique on the basis of speed and cost. Combination of link
mapping and neural network gave the better solution to this
problem. However following are some issues to be work on in
future.

4.1.1 Fibre-Based Certificates of Authenticity

Fibre illumination

Lit fibre

L - \ . - |/

Unlit fibre A

Based on the characteristics of fiber-optic light transmission,
this method makes use of unique configurations of fibers em-
bedded in the paper.

Using a scanner to illuminate one end of an embedded fiber,
the other corresponding end of that fiber will become illumi-
nated. By using the position of both illuminated ends, the cer-
tifier has a “fiber signature”. This can be converted into a bit
pattern with a private key, the corresponding public key made
available. The final result of these steps can then be encoded
onto the banknote (this method is suitable for certifying a
wide range of other documents too) in the form of a barcode
or verification number of some kind.

4.1.2 Instead of Sign use Watermark for Verification

Instead of verification of signature on a document
(Signature of individuals changes according to age, memory
and physical conditions), we also required the verification of
the document whether it is real or fake. To verify the legiti-
macy of documents with social values, a new technique with
low cost and high reliability is capable to detect the watermark
exclusion on the document easily and verify the legitimacy of
the document on the basis of the watermark exclusion.

This technique works on high resolution scanner; if high reso-
lution scanner is not available this technique will not work
efficiently.

We can make such method on which, we are able to
check the truth ness of document whether it is clone copy or
true copy by high resolution printing or scanning technique.
So improvement can be made by making it resolution inde-
pendent.
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